
Culture in 
Cyberspace 
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A brief history of online culture. 
A random selection of events with significance to our cur 
rent use of the internet. 
First message sent on the 1969 
internet, "LO", from UCLA to 
Stanford. It was supposed to 1990 Sir Tim Berners Lee launches 

be "LOGIN", but the computer WorldWideWeb, the world's 

crashed before it could complete first internet browser. The first 

the transmission. websites begin popping up. 

Match.com is founded as the 1995 
world's first internet dating site, 
paving the way for sites like 1996 John Perry Barlow founds the 
Tinder, Bumble, and Grindr. Electronic Frontier Foundation 

(EFF), a civil-rights group for 
the online age, and creates the 
Declaration of lndepencence of 

China passes the Security 1997 Cyberspace. 
Management Procedures 
in Internet Accessing=-the 

2005 The internet reaches one billion world's first internet censorship 
legislation. users for the first time. 

Edward Snowden reveals extensive 2013 
surveillance by the NSA and 2017 WannaCry ransomware spreads 
CIA on US citizens to a group of panic among Windows users by 
journalists. exploiting a tool stolen from the 

NSA. 
Europe passes the General 2018 
Data Protection Regulation, an 
extensive regulation on privacy 2019 ISOC sells .ORG registry to Ethos 
and data collection on the Capital, a private equity firm 
internet. owned by three families of 

Republican billionaires. 

ir 

Now 



Physical Infrastructure 
The Internet is not just what you see online. There 
is a vast network of physical phenomena that 
supports the lightning-speed nearly lossless data 
transfer, letting users in Los Angeles access web 
sites hosted in Berlin, and, in my case, allowing a 
seamless FaceTime experience with my parents 
across the country. 

Satellites 
Satellites are large 
electromagnetic 
transmitters in orbit 
transmitting data by 
beaming between the 
earth and other satellites. 

Fiber Optic 
Fiber optic cables use 
light signals, similar 
to morse code, to 
transmit data near the 
speed of light. Fiber 
optic is one of the latest 
innovations in physical internet infra 
structure, allowing for other technolo 
gies like loT and 5G. 

Undersea 
Cables 
These cables are 
responsible for 
transmitting light 
signals through vast 
ranges of ocean. The 
300 or so of these cables are responsible 
for around 99% of global Internet traffic, 
and, compared to satellite communica 
tions, they are much faster and cheaper. 
Undersea cables are composed of many 
layers that preserve the signal and pro 
tect them from the elements. Above is a 
representation of a cross section of the 
cable. 
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Internet buzzwords, explained. 
Blockchain technology allows 
a network of computers to have a set of 
agreed-upon data that is immutable and 
prevents any single node of the network 
from taking control. Blockchain works as a 
decentralized ledger that every computer 
on the network keeps a copy of. It is secured 
using a cryptographic hash function and 
creates incentives for nodes to store the 
correct version of the blockchain. Blockchain 
has applications ranging from cryptocurren 
cies to decentralized data storage to en 
crypted messaging platforms. 

SG is the fifth-generation mobile 
network. While it is slightly different 
than the Internet (using different proto 
cols), the lines between mobile networks 
and the Internet are increasingly being 
blurred, especially with 5G. Whereas in 
the past, new generations of mobile net 
works have meant increased bandwidth, 
5G also includes a number of serious in 
frastructural changes. As outlined in 5G 
Mobile Networks: A Systems Approach, 5G 
is "primarily about the transition from a 
single access service (broadband con 
nectivity) to a richer collection of edge 
services and devices, including support 
for immersive user interfaces (e.g., AR/ 
VR), mission-critical applications (e.g., 
public safety, autonomous vehicles), and 
the Internet-of-Things (loT)" This is the 
first generation of internet that is built 
not just for human internet access but 
autonomous device internet access. 

Internet of Things 
( I oT) describes a system of con 
nected devices and computers that are 
able to transmit data to one another. 
The most common example is the 
smart home, in which each appliance in 
a house is connected to one another to 
optimize for efficiency and ease of use. 
This might mean you can use an app 
to control the thermostat, or a fridge 
that notifies you when you run low on 
eggs. It could also mean an automatic 
sprinkler system that connects to the 
weather forecast and your water meter 
and optimizes the amount of water it 
uses. 

While this sounds great, and has mas 
sive potential in the area of resource 
sustainability, there are also serious 
risks. The more nodes on a network, the 
more potential vulnerability each node 
has. For example, if one component of a 
house is compromised, the entire house 
might be at risk. 



Security, Privacy, and Trust 

> The Internet as we know it is built on trust 
Protocols like DNS (domain name service) and BGP 
(border gateway protocol) are made so that any node 
on the network accepts information from any other 
node- In practice, this means that you can have is 
sues where a single compromised router can lead to 
global outages for certain sites- In one incident, 
an ISP in Nigeria accidentally ended up routing 
traffic meant for Google to China, leading to fears 
of a deliberate surveillance attack- 

> The Internet does have some protocols in place 
to help avoid potential security issues- For web 
traffic, the most important protocol is HTTPS (Hy 
pertext Transfer Protocol Secure)+ which is an en 
crypted version of HTTP, the protocol used to ac 
cess websites and interact with applications over 
the web- More generally, computer nodes can use TLS 
(Transport Layer Security) to encrypt and protect 
web traffic 

> There are multiple reasons we care about encrypt 
ing internet traffic- Primarily, we don't want ma 
licious third-party agents listening in on what we 
do online. If we send our password unencrypted over 
the internet, chances are high that someone will 
intercept it and use it to gain access to your ac 
count 

> There is also the issue of privacy. You may be 
familiar with GDPR, Global Data Protection Regula 
tion passed by the European Union in 2017 that pro 
tects the rights of users when it comes to data. If 
you have seen an increase in the number of popups 
asking you to "accept cookies"+ that is why 
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Internet Culture 
Fake News 
During the 2016 presidential elections, the 
words on everyone's lips were "fake news". 
The spread of misinformation by nefarious 
agents seeking to gain political advantage 
lead to widespread distrust and fear of news 
and political authorities, which futher po 
larized an already-divided nation. Fake news 
permeated the internet, where sites like 
Breitbart relayed lies that obscured truth 
and fiction. This is partly due to the open 
ness of the Internet. We see a grey area here 
because while we as Americans want to avoid 
censorship and protect free speech, we must 
also recognize the harm caused by lies at 
such a large scale. 

Social Media 
Social media plays a big role in internet 
culture, being the primary forums for 
people to share their thoughts, pictures, 
and lives. Whether its a Facebook post, a 
"gram" (Instagram), or a Snapchat story, 
there are many outlets available for us 
to share. However, it often comes with a 
catch: our images and our words and our 
data is not our own. The companies we use 
to express ourselves online end up owning 
our personas and selling them to advertis 
ers to make money. 

Fake news spread rampantly during the 2016 
presidential election 

Memes 
Ask almost anyone under the age of 30: me 
mes make the internet. There are multiple 
formats of memes, whether it's top text-bot 
tom text, a text conversation, or a bizarre 
assortment of emojis mixed in with English. 
Memes have come to define a large part of 
internet culture, especially for young people. 

Dwayne 
"The Rock" 
Johnson 

Dwayne 
"The Paper" 
Johnson 

Dwayne 
"The Scissors" 

Johnson 



Outward Impact 

Nature 
It might seem unrelated, but the internet 
has had a surprising impact on the environ 
ment. Consider Joffre Lakes, a park in British 
Columbia with gorgeous turquoise water, 
beautiful trees, and snowy mountains. A per- 

feet scene. In the lake there is a log dubbed 
"Instalog" by the hundreds of thousands who 
visit the park to take an lnstagram photo 
there. The result of all those people coming 
to this single spot is a complete change in 
ecosystem. A former park warden described 
the scene: "People begin to get impatient 
and ask me to hurry up. I see a man leaving a 
bag of garbage behind a tree, but my hands 
are full. I watch a group of tourists feeding 
chips to a group of oversized, sick whisky 
jack birds. Behind me, a couple is doing a 
photo shoot for protein powder and are off 
trail damaging vegetation. I can't keep up." 

Clearly, internet culture has issues.Jotfre 

Lakes are not the only place where this issue 
exists. In Thailand, tigers, elephants, mon 
keys, and other animals are kept in captivity, 
heavily sedated, and given awful living condi 
tions so that tourists can go to "animal sanc 
tuaries" to take pictures with the animals. 
This is just another example of how internet 
culture has impacts on world beyond the 
screen. 

Politics 
Politics is another great example of the 
effect of the internet on the physical world. 
One doesn't have to look far to see this. The 
president of the United States uses Twitter 
as one of his primary platforms for voicing 
his unfiltered opinions. The Brexit scandal 
that is continuing to unfold in the UK was in 
part fueled by Cambridge Analytica, a data 
analysis firm that mined user data from the 
internet to sell ads and turn the tide of the 
campaign, leading to the spread of misinfor 
mation and a decision that will have major 
effects on the future of the UK and the EU. 

The internet is by no means self-contained. 
It is important to consider the implications 
that our online actions have, especially 
because it can be easy to brush them aside 
since they are not physically in front of us 
when we log on. 



Power on the Internet 
Who holds power and how does that impact us? 
Power on the internet can seem like an 
odd concept. After all, the original cre 
ators intended for the internet to be open 
and equitable. But increasingly we see a 
strong hierarchy on the internet. Whether 
it is foreign 
governments 
like China or 
Iran censoring 
their citizens 
and blocking 
access to con 
tent or it is a 
tech company 
using design 
patterns to 
keep users 
on their site as long as possible, we must 
acknowledge that hierarchy exists on the 
internet. At a systems level, internet ser 
vice providers (ISPs) have power to control 
internet traffic and access. There are laws 
in place like net neutrality to ensure eq 
uitable access to all parts of the internet, 
but laws are changeable. 

The internet exists in a strange state that 
is neither public nor private. It is regu 
lated by the government and follows 
open source standards, but is increasingly 
dominated by private sector companies 
like Google and Face book. On top of that, 
we-as citizens of the internet-are 
caught in between the public and private 

sector. Six years ago, Edward Snowden, an 
NSA contractor, leaked documents to the 
press showing that the NSA and CIA were 
engaged in mass domestic surveilence 
and data collection, violating the Con 

stitution's 
protection 
against 
unwarranted 
search and 
seizure. On 
the other 
side, as pre 
viously men 
tioned, the 
public's data 
was unknow 

ingly mishandled by Cambridge Analytica 
to shift the attitude in the Brexit vote, 
leading to massive political and economic 
change, and destabilizing the European 
Union as a whole. 

It is important to understand that users of 
the internet are not necessarily as free as 
they would like. We are constantly un- 
der the influence and invisible thumb of 
corporations and governments, and the 
only change must come through systemic 
change and technological innovation to 
wards more human-focused engineering. 
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